
The pictures below are of a cash machine in mainland Europe which has 
been doctored to copy cash cards and record the PIN which is entered.  So 
far nothing like this has appeared her, but please be very careful when using 
machines which are not absolutely normal.   
  
We have had several instances of the card slot being tampered with (the so-
called Lebanese loop), enabling a thief to retain the card. 
  
  
1- ATM machine as usual ? 
 

 
  
2-   Is there an additional slot ? 
  

 
  
 

FALSE slot Fixed to 
the original card slot. 
(Same color and 
sticker ). Contains 
additional card reader 
to copy your card 
information ..and 
duplicate your card 
 



3-   A monitor and  pamphlet holder at the side...nothing wrong 
 

 
  
  
  
4- wait ..... Is it really a pamphlet holder .... 
  

 
  

The side of box , 
facing the ATM 
screen has a 
reflective glassy hole 
....thats a CAMERA !
 



5-False pamphlet box affixed to the ATM cubicle side 
  

 
  
6-Inside the "pamphlet box" 
 

 
 

 Camera positioned at 
correct angle to view 
keypad and monitor 
  
  
  
Camera Battery; 
  
Transmission Antenna 
 

  
The micro camera at the side
can view the KEYPAD and
also the monitor to send
wireless picture up to
200metres. 
 


